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  TOGAF, CISSP CERTIFIED SEASONED CLOUD & SECURITY LEADER WITH 25+ YEARS OF EXPERIENCE   

	In Short: 
 (completed 100 consulting projects in my career till now)
	IT Infra Cloud, Cybersecurity & GenAI Leader | 25+ Years Architecting Hyperscale, Zero-Trust, AI-Native Enterprise Platforms. Recognized Authority in Cloud Security Architecture, IAM, Cryptography, SOC/SIEM, AI Governance, LLM Risk, and Secure SDLC. Driving Cloud-First Modernization, Threat-Resilient Design, and Production-Grade GenAI Adoption at Global Scale. Proven in Multi-Cloud Security Architecture, Regulated-Industry Compliance, & Enterprise-Wide Risk Transformation. Trusted Advisor to CXOs on Secure AI Strategy & Long-Term Digital Trust

	Educational Qualification
	
	M.Sc in Information Technology


Passed in Grade: A+ (74.31 %) from University of Madras, India
World Education Equivalency:  Four years bachelor’s degree (Endorsed by WES, Canada)



	Professional Certifications
(other Microsoft Certifications – click here)
		· TOGAF 9 Certified Enterprise Architect
· Azure Certified Solution Architect Expert 
· Azure Cybersecurity Architect Expert
· Azure Certified Security, Compliance & Identity
· ISO/IEC 27001 Lead Auditor & Implementor



	· CISSP certified from ISC2 
· CISO - Information Security Officer
· CDPO - Data Protection Officer 
· E|CSA – Certified Security Analyst
· ISO/IEC 27701 Privacy Information 



	Technical Skills & Expertise
(Pretty strong in EA, Designing & Architecting projects such as Cloud Migrations, IAM, WFH & BCP Programs, BYOX. SD-WAN, Consent & Privacy, Zero Trust, etc., etc.,) 
	
· Cyber & Cloud Security: Information Security, SOC Establishment, PIMS, Data Protection, GDPR practitioner, Azure Cybersecurity with IGRC, CSPM, CWPP, CASB, CNAPP, CIEM, Runtime security, ZTS, Cloud CCM End-to-end designing Information Security Management in Cloud, Zero Trust Runtime Security, Automated Policy Generation, Enforcement and Anomaly Detection, Run-Time Cloud Security, K8S Security, etc.,
· Cloud Services: Predominantly AZURE, AWS, GCP Architecting, designing in Cloud native with strong problem-solving skills along with strategic vision & leadership in the ecosystem.
· Related Tech Skills: ISO 27001, 27018, SSAE 18, SOX, GDPR, GLBA, PDPB, NIST SP 800-114, 800-207, Risk Management including AI, ISO 42001 AIMS etc.,
· IAM/IGA Services: SSO, MFA, LCM, SCIM, CyberArk, HashiCorp Vault, OIAM, ForgeRock, SailPoint, Ping/Federate, Saviynt, AAD, OKTA, Idaptive, Centrify, etc.,
· Emerging Security Solutions: Strong in architecting & designing solutions such as Identity as a perimeter of security, Passwordless Auth, Zero Trust, PAM, CIAM, WFH & BCP Programs, BYOX. SD-WAN, Consent & Privacy, Secrets Management & Macro/Micro-segmentation 


	Secondary skills:
(Deployed plenty of projects in past from engineer to leadership)
	
· Cloud Emerging Services: K8S, MACH Architecture, iPaaS Solution (Batch/Stream/Micro)
· Directory Services: - Active Directory Services, NDS, NIS+ etc.,
· DevOps & infra as code - Chef, Puppet, Ansible, Packer, Vagrant, and related automation 
· Mobile Device Manager: Intune, AirWatch, Citrix MDM, MAM, MobileIron etc.,
· Scripting & Automation: JS, RoR, PowerShell, Perl, Python scripting is on way now.
· Cloud Cost Optimization: Cloudwiry, ProsperOps, Densify, Harness, Apptio, Aria, Spot, Kubecost, Cloud Zero, Turbonomic, Cloud Cadi, etc., 


	Network Security | Tools Familiarity 
(Pretty strong in various security frameworks as well such as Metasploit, BeEF, Veil-Evasion, Mitre Att&ck, Locked Martin Cyber Kill Chain, Diamond Model, CTI, CENTS, SET, Canvas, Armitage, Routersploit & Ransomware etc.,)
	
· EA Framework & Tools: TOGAF, FEAF, OrbusInfinity, Sparx, ArchiMate, LeanIX, GCAC, AIRS 
· Emerging Network Security Tools: Guardicore, Zscaler Cloud IPS, Trend Micro Tipping Point, CloudGuard, McAfee Network Security Platform, Cisco NGIPS, FortiGate on GCP 
· DLP Tools: Symantec DLP, McAfee DLP, Forcepoint DLP, Proofpoint Enterprise DLP
· SAST Tools: Checkmarx, Fortify, SonarQube, Veracode, Mend SAST etc.,
· DAST Tools: Burp Suite, OWASP ZAP, Qualys WAS, Netsparker, AppScan
· Vulnerability Scanners: Qualys VMDR, Rapid7 InsightVM/Nexpose, Tenable Nessus
· Penetration Tools: Nmap, Wireshark, Rapid7 MSF Framework, Golismero, Open Sources like Nikto, OpenVAS, OpenScap, OSSEC, Lynis, SQLMap and Kali Linux techniques, 
· EDR/MDR/XDR: CrowdStrike Falcon, Symantec EDR, Carbon Black EDR, Microsoft Defender, 
· Other Tools: GitHub, Datadog, JAMF Protect, KnowBe4, Tenable tools such as CSPM, Vulnerability Management, Webapp scanning, Bug Bounty driving, Netskope SASE etc.,




	Professional Experience – Last 25+ years
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	XML (New Delhi) Private Limited                                          May 2026 – Present
Site Systems Architect for Turkey - Shell India (GCC Contract Role)
· Enterprise Architecture role, designated as Site Systems Architect within the Oil & Gas environment, responsible for the overall architectural landscape of Shell Turkey operations. 
· Provide architectural oversight for approximately 30 site systems, integrated with 5 global enterprise systems such as VOC, GSAP, Global Loyalty, etc.,
· Lead system lifecycle management, including upgrades, downgrades, technology refresh, migration, modernization, and consolidation initiatives. 
· Drive system integration, standardization, rationalization, and optimization, ensuring alignment with business and technology objectives. 
· Create and maintain Enterprise Architecture models using ArchiMate and OrbusInfinity, covering applications, technology, integrations, dependencies, security, and site architecture. 
· Incorporate Security Architecture and Information Risk Management (IRM) considerations into architecture decisions, ensuring alignment with Shell security standards, risk controls, and governance requirements.

Vertical Domain Covered: Oil & Gas (Downstream) 
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IT Service & Consulting Firm

	Spink Solutions Private Limited                                          April 2025 – Mar 2026
Enterprise Architect & Chief Information Security Officer
· [bookmark: _Hlk211797437]Develop and Lead the Security Strategy: Define, implement, and maintain the organization’s information security vision, strategy, and roadmap aligned with business objectives.
· Governance, Risk, and Compliance (GRC): Oversee risk management programs, ensure compliance with regulations (ISO 27001, NIST, GDPR, etc.), and establish robust security governance frameworks.
· Security Architecture and Operations: Supervise enterprise security architecture, threat management, incident response, and continuous monitoring of IT and cloud environments.
· Stakeholder and Executive Communication: Report security posture, risks, and incidents to the board, executives, and regulators, translating technical issues into business terms.
· Culture and Awareness Building: Promote a security-first culture through training, awareness programs, and leadership engagement across all departments.

Vertical Domain Covered: Manufacturing, BFSI and Pharma/Health Care 
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IT Service Consulting Firm

	General Datatech Private Limited                                     Dec 2023 – April 2025
Enterprise Architect – Cloud & Security 
· The technical leadership role on IMS, Cloud, IAM and Security – End-to-end
· Managing enterprise solutions, system architecture, & formulation of business strategies
· Must translate GDT client strategies into optimal, efficient, scalable and measurable solutions.
· Regularly prepare and present solutions to all levels of client leadership including C-Suite.
· Solve solution challenges during solutioning to create business-aligned deal-winning designs.

Vertical Domain Covered: BFSI, HealthCare, Manufacturing, Retail, FMCG, Life Science, Pharma etc.,
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Consulting Firm based in India

	Saksoft Limited (Contract role)                                              Jun 2023 – Dec 2023
Enterprise Architect – Cybersecurity & Cloud Security 
· Deployed on Cloud Foundation Project for a client Colt
· Should be working closely with project executer EY
· Responsible for end-to-end defensible security architecture in multi-cloud
· Need to provide Line1 and Line2 architecture and design for security
· Preparation of Guardrails, Complete Controls across all domains
· Delivering the security design patterns with full audit trail
· Periodically Updating Colt’s Security Architecture team and CSOC
· Identification of the right tools for Line2 security defense
· Documenting the security architecture and design living document

Vertical Domain Covered: Telecommunication, ITES 
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IT Service Consulting Firm


	Orion India Systems Private Limited                               Sep 2022 – Jun 2023
Solution Architect – Infra & Cloud Security Practice 
· Leading Cloud & Cloud Security Practice - Cloud Center of Innovation (COI)
· Instrumental in building Cloud & Security practice, Preparing the GTM assets for security portfolios, manage security business pipeline and track winning strategy.
· Supporting Sales/Pre-sales on technical solutions of Cloud Security
· Constantly follow global trends, evaluating market & business requirements etc.,
· Handle innovation, customer interactions, technical delivery ownership, learn emerging technologies and build next-gen solutions.

Vertical Domain Covered: BFSI, Sports Domain, Life Science, Pharma, Health Care, etc.,


	[image: ]
IT Service Consulting Firm
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Cloud & Mobility Consulting
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Dubai based small IT Consulting Firm
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Solution Provider for public sectors, in UK
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Global Cloud Solution Provider & most popular service org from India
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An Accenture Company
Global Cloud Solution Provider based in the US.
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Global Enterprise Solution Provider 
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Well, Known for their products





[image: ]
Global Cloud Solution Provider
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Global IT Solution Provider and owned by Xchanging.
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Global IT Solution Provider and taken over by Xchanging.



	Marlabs Innovation Private Limited                                Feb 2019 – Sep 2022
Senior Principal Architect – Cloud & Security 
· Heading Cloud & Security Practice along with IAM Solutions
· Brought business worth 16 million Dollars (M&A segment + 5 years Support)
· Designing & deploying projects for our customers in Microsoft Azure & AWS 
· Designing and deployment and cloud provisioning of Office 365 for clients
· Collaborating with various other teams such as deployment, Support, Security etc.,
· Preparing & presenting our technical solutions to C-Suite level customers
· Communicating solutions approaches to my architects, project teams and stakeholders
· Constantly evaluating market & business requirements to design the most apt solutions.
· Keeping abreast on leading edge technology, standards protocols, and tools in areas relevant to the rapidly changing digital environment

Vertical Domain Covered: BFSI, IT and ITES, Aviation, Health Care, Life Science etc., 
	



CloudStar Technologies Modern Solutions                   Apr 2018 – Feb 2019
Co-Founder Director – Cloud, Security & Mobility Computing
· Delivered 2 products EAB and RAB – both are Cloud based App Automation Products
· Workload Migration to Cloud with Cloud optimization & modernization.
· Architecting IaaS, PaaS & SaaS Projects in Azure, AWS and GCP
· Designing & deployment of our products for customers in Microsoft Azure & AWS
· Designing and deployment and cloud provisioning of Office 365 for clients
· Collaborating with various other teams such as deployment, Support, Security etc.,
· Preparing & presenting our technical solutions to C-suite level people
· Communicating solutions approaches to my architects, project teams and stakeholders
· Constantly evaluating market & business requirements to design the most apt solutions.
· Keeping abreast of leading-edge technology, standards, protocols, and tools 

Vertical Domain Covered: BFSI, ITES, Retail Industry
	



	DigitalStreebo FZ LLC, Dubai UAE
	Apr 2016 – Mar 2018


Practice Lead, Cloud & Security Architect
· Technically Managing Cloud & Security Practice & Delivery of our products and projects
· Designing & deployment of our products for customers in Microsoft Azure & AWS 
· Designing and deployment and cloud provisioning of Office 365 for clients
· Collaborating with various other teams such as deployment, Support, Security etc.,
· Preparing & presenting our SaaS technical solutions to CxO level customers
· Communicating solutions approaches to my architects, project teams and stakeholders
· Constantly evaluating market & business requirements to design the most apt solutions.
· Keeping abreast of leading-edge technology, standards, protocols, and tools in areas relevant to the rapidly changing digital environment

Reporting to Director: Mr. Iftheqar  iftheqar.ahmed@ae.streebo.com / +971 557179342

Vertical Domain Covered: Projects in BFSI, Airways, ITES, Oil and Gas, Telecom & Government
	



	Capita ITES, Bangalore India
	Jun 2015 - Dec 2015


Sr. Product Manager – Technology  ( SaaS – Software as a Service )
· Part of CTO Organization with mission to build 3 SaaS Projects
· Product Owner for 3 Products – CPH, DLM and CVW on HCI based Private Cloud
· Design and deploy cloud provisioning of my above products I’m responsible for
· Our SaaS solutions should be Metered for HA, Scalable, Geo-dispersed with 99.99% SLA.
· All our SaaS Product deployment solutions should be highly secure with CIS benchmarks.
· SaaS products should be monitored 24/7, Audit-ready and in utility billing. 
· Finding new market potential of Cloud SaaS Products and discuss with CTO.
· Technology road map in cloud & datacenter services and directing accordingly.

Vertical Domain: Product focused role, there is no specific vertical, but all clients are from public sector in United Kingdom, utility-based costing, but predominantly worked for BFSI, IT & ITES
	



	Wipro Limited, India & UK
	      Oct 2011 – Jun 2015


Sr. Technology Manager (Consultant IT/Cloud Infrastructure)
Onsite: United Kingdom: from Mar 2013 till April 2015
Role: Senior Delivery & Architect Roles (Enterprise, Infra, Application Architect roles)

	· Deployed on Cloud Foundation Project for a client Colt
· Should be working closely with project executer EY
· Responsible for end-to-end defensible security architecture in multi-cloud
· Need to provide Line1 and Line2 architecture and design for security
· Preparation of Guardrails, Complete Controls across all domains
· Delivering the security design patterns with full audit trail
· Periodically Updating Colt’s Security Architecture team and CSOC
· Identification of the right tools for Line2 security defense
· Documenting the security architecture and design living document

Vertical Domain: Telecommunication, ITES 




	Avanade Asia Pvt Ltd, Singapore
	Apr 2010 - Aug 2011


Manager, Solution Architect (SaaS)
· Delivering Solutions in Cloud Technology in SaaS and PaaS
· Sales & Pre-sales - Avanade TI Cloud Solutions 
· Architecting Delivering Solutions in Microsoft Technologies for customers
	

Reporting to Mr. Fabien Maillet / Fabien.maillet@avanade.com
Vertical Domain: IT, ITES, Healthcare, Oil and Gas, Mining, BFSI, Telecom, Retail, Government, Shipping and Construction




	HP Enterprise Services, Singapore
	May 2009 - Apr 2010


Lead Consultant  - GIMS (Government Identity Management Services)
Role: GIMS Engineering Tower Lead, SOE Project for Singapore Government which includes all ministries, my role is to design and deliver the following projects in GIMS portfolio. 

In Short: Tower Led for Entity, Identity, Authentication, Authorization, Access Control related products and services

· AD Domain Services in 64-bit Windows 2008 
· DNS Infrastructure (AD, WAN & DMZ) 
· PKI Infrastructure with HSM Modules 
· ILM 2007 IDM system for Provisioning & De-provisioning 
· AD RMS Deployment for Mail & File Services 
· Alcatel QIP DHCP Infrastructure 
· QARS for Role Based access controls. 
· QRMAD for Online backup/Restore of AD objects. 
· AD LDS for Remote Access 
· Application Integration for all ministries 
· EFS encryption services 

Vertical Domain: Government Sector (Various ministries including IT Services, BFSI, Media, Ministry of Finance, Ministry of External affairs etc.,)

Project delivered 100% and I got relieved by April 2010 via WFR as I was a EDS resource
	




	Microsoft Global Delivery, Hyderabad
	Oct 2008 - May 2009


Consultant – Core IO Services 
· Design & delivering highly available & scalable and secure Microsoft Environment on Core IO services such as AD, Exchange, Lync, Office 365 & ILM, SharePoint, Desktop Transformation/migration, VDI.
· Design & deployment of Enterprise Messaging and Voice Systems 
· Design and deployment of Microsoft reliable computing using PKI.
· Migration & Co-existence of Windows operating systems & Messaging 
· Project management part of each consultation 

	Vertical Domain: BFSI, IT, ITES, Healthcare, Oil and Gas, Mining, Telecom, Government, Retail, Shipping and Construction




	Wipro Limited, Bengaluru
	Jul 2007 - Oct 2008


Solution Architect
· Mixture of architect & pre-sales role on Infrastructure 
· Practice Manager (Microsoft services for MIT division) 
· Project management and Vendor management. 
· Responsible of customer escalations in infrastructure 
· Initiated new practice on Emerging technologies – Grid & Cloud

Vertical Domain: IT Services, Telecom, BFSI, Manufacturing, Retail, Financial
	



	Microsoft GTSC, Bengaluru
	Jul 2005 - Jul 2007


Technical Lead – Domains1 Team
· Technical Lead role on Domains for Technical Support of EMEA customers 
· Product team co-ordination if any issue needs Design Change Request 
· Mentor to various engineers across the team for healthy collaboration
· Support for technical design projects with an advisory support ticket

Reporting to: Mr. Deepak Sharma / desharma@microsoft.com
Vertical Domain: Not a vertical focus role, supported all verticals across industries
	



	Scandent Solutions, Chennai
	Jul 2002 - Jul 2005


Senior Analyst / System & Security Administrator
· Management of IT infrastructure projects
· Management of infrastructure end to end 
· Proposals for various new projects from EMEA regions 
· Automated various legacy deployment 
· Integrated of two big environments 


Reporting to Vice President: Mr. Nagarajan Jayaraman 
Vertical Domain: BFSI, IT and ITES, Utility, Oil & Gas, Health Care

	
DSQ Software Limited, Chennai
	
Feb 2000 - Jun 2002


Programmer
· Traditional IT Organization and now the org is no longer available. 
· Transition from Development to Systems engineering due to high demand for Y2K projects - executed various projects in EMEA regions.
· Managing systems such as domain - NT PDC, Active Directory LAN & WAN
· Y2K projects team lead for middle east / Europe regions - ADNOC, ZADCO, RTA are the key customers.

Vertical Domain: IT and ITES, Utility, Oil & Gas, Health Care, Mining, 



Checkout my personal portfolio website for furthermore details: https://mkkpro.com,  Thank you!


----End of Resume----
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